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RANSOMWARE

- sub-class of malicious software

- typical behavior
- threaten victims
- social-engineering, embarrassing photos
- encrypt data on device
- makes the device unusable

- goal: extort money
- the victims pay a "ransom"

- variant: scareware (no malicious actions)



FEDERAL BUREAL OF INVESTIGATION

FBI Criminal Investigation

#356440047053168

us

This device is locked due to the
violation of the federal laws of the
United States of America:

= Article 161
+ Article 148
= Article 215
= Article 301
= of the Criminal Code of U.5.A.

Your device was used to visit
websites containing pornography.

Following violations were detected:

ATTENTION!

Your phone has been blocked up
for safety reasons listed below.
All the actions performed on this
phone are fixed.
All your files are encrypted.
CONDUCTED AUDIO AND VIDED.

You are accused of viewing/storage and/or
dissemination of banned pornography (child
pornography/zoophilia/rape  etc). You have
violated World Declaration on non-proliferation of
child pornography. You are accused of
committing the crime envisaged by Article 161 of
United States of America criminal law,

Amount of fine is $200.

You can settle the fine with

MoneyPak express Packet
vouchers.

As soon as the money
arrives to the Treasure
account, your device will be
unblocked and all
information will be
decrypted in course of 24
hours.

We made a photo with your camera, it
will be added to the investigation.

All your contacts are copied. If you do
not pay the fine, we will notify your
relatives and colleagues about the
investigation.
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POPULARITY

- generic ransomware (desktop OSs)
- 2,000,000+ samples (in 2 years by McAfee)
- Nov 2014

- mobile ransomware (Android)

- 900,000+ victims infected in 1 month
- Aug 2014



https://www.google.com/url?q=http://bgr.com/2014/08/26/android-phones-ransomeware-attacks/&sa=D&ust=1450570526281000&usg=AFQjCNGkMZioAujelDmX0s684kwB3j5SmQ
https://www.google.com/url?q=http://bgr.com/2014/08/26/android-phones-ransomeware-attacks/&sa=D&ust=1450570526282000&usg=AFQjCNFLm4e6wBya0sfFRm5sV4suHl9e1g
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https://www.google.com/url?q=http://blogs.360.cn/360mobile/2014/06/18/analysis_of_tklocker/&sa=D&ust=1450570526321000&usg=AFQjCNHZizw7TEX8jhTZL9Duhak-Aa5Saw
https://www.google.com/url?q=http://blogs.360.cn/360mobile/2014/06/18/analysis_of_tklocker/&sa=D&ust=1450570526321000&usg=AFQjCNHZizw7TEX8jhTZL9Duhak-Aa5Saw
https://www.google.com/url?q=http://www.symantec.com/security_response/writeup.jsp?docid%3D2014-061217-4345-99&sa=D&ust=1450570526322000&usg=AFQjCNGeGO1TSV65Bch7BaBVvE481XfbdA
https://www.google.com/url?q=http://www.symantec.com/security_response/writeup.jsp?docid%3D2014-061217-4345-99&sa=D&ust=1450570526322000&usg=AFQjCNGeGO1TSV65Bch7BaBVvE481XfbdA
https://www.google.com/url?q=http://securelist.com/blog/research/65189/behind-the-android-os-koler-distribution-network/&sa=D&ust=1450570526323000&usg=AFQjCNG5A74smPdSPVNihZGkwSGwZqya5A
https://www.google.com/url?q=http://securelist.com/blog/research/65189/behind-the-android-os-koler-distribution-network/&sa=D&ust=1450570526323000&usg=AFQjCNG5A74smPdSPVNihZGkwSGwZqya5A
https://www.google.com/url?q=http://www.symantec.com/connect/blogs/simplocker-first-confirmed-file-encrypting-ransomware-android&sa=D&ust=1450570526323000&usg=AFQjCNGODE1qMOmutK3EQxe0zDLkalk2fg
https://www.google.com/url?q=http://www.symantec.com/connect/blogs/simplocker-first-confirmed-file-encrypting-ransomware-android&sa=D&ust=1450570526324000&usg=AFQjCNGPdyuMc7kMAF8uETKxIfBBWL-8-A
https://www.google.com/url?q=https://securelist.com/blog/mobile/63746/latest-version-of-svpeng-targets-users-in-us/&sa=D&ust=1450570526324000&usg=AFQjCNE4pWNhTK0ndMKGxZDlIISL9GZONw
https://www.google.com/url?q=https://securelist.com/blog/mobile/63746/latest-version-of-svpeng-targets-users-in-us/&sa=D&ust=1450570526324000&usg=AFQjCNE4pWNhTK0ndMKGxZDlIISL9GZONw
https://www.google.com/url?q=https://blog.lookout.com/blog/2014/07/16/scarepakage/&sa=D&ust=1450570526324000&usg=AFQjCNE2tZGHr3WoWOsVaPjPp1XcUwG9vA
https://www.google.com/url?q=https://blog.lookout.com/blog/2014/07/16/scarepakage/&sa=D&ust=1450570526325000&usg=AFQjCNE0mSfa0XDYMZEvgghB8Ljh-uarNw
https://www.google.com/url?q=https://blog.avast.com/2015/02/10/mobile-crypto-ransomware-simplocker-now-on-steroids/&sa=D&ust=1450570526330000&usg=AFQjCNHb6vNBl8WfhBVycThhQdbudwrecQ
https://www.google.com/url?q=https://blog.avast.com/2015/02/10/mobile-crypto-ransomware-simplocker-now-on-steroids/&sa=D&ust=1450570526330000&usg=AFQjCNHb6vNBl8WfhBVycThhQdbudwrecQ
https://www.google.com/url?q=http://www.welivesecurity.com/2015/09/10/aggressive-android-ransomware-spreading-in-the-usa/&sa=D&ust=1450570526330000&usg=AFQjCNF0UkFauV-A0_i3sKfaN5Rvlxo-dg
https://www.google.com/url?q=http://www.welivesecurity.com/2015/09/10/aggressive-android-ransomware-spreading-in-the-usa/&sa=D&ust=1450570526331000&usg=AFQjCNHogOitS0U-HtYb963axrLx0e8D7w
https://www.google.com/url?q=http://research.zscaler.com/2015/05/android-ransomware-porn-droid.html&sa=D&ust=1450570526331000&usg=AFQjCNEwXFhnvAe1aOmLtCOkn87gB54ltA
https://www.google.com/url?q=http://research.zscaler.com/2015/05/android-ransomware-porn-droid.html&sa=D&ust=1450570526331000&usg=AFQjCNEwXFhnvAe1aOmLtCOkn87gB54ltA

RESEARCH GAP

- ample research on Android malware
- state-of-the-art tool (DREBIN) detected only

48.7% of the known ransomware
- we asked the authors to perform the test

- commercial tools
- lack of generality: well known limitation

- bottom line:
- work reactively
- need constant updates
- easy to evade
- cannot detect new variants



GOALS

- systematize the state of the art of
ransomware families that target Android

- devise robust indicators of compromise
- characteristics
- feature based (as opposed to signature based)
- accurate (almost zero false negatives)
- adaptable (without code modifications)



DETAILED ANALYSIS

- we reverse engineered a few samples for
each family

COMMON CHARACTERISTICS

=

THREATENING
TEXT

DATA
ENCRYPTION

UNAVOIDABLE FOR ANY RANSOMWARE




THREATENING TEXT |5

Country: United States
Region:
Cilty:

r ATTENTION! \
Your phone has been blocked up
for safety reasons listed below.
All the actions performed on this
phone are fixed.
All your files are encrypted.

\CGNDUCTED AUDIO AND V|5E0)

You are accused of viewing/storage and/or
dizssemination of banned pormography (child
pornography/zoophilia‘rape  etc). You have
viclated World Declaration on non-proliferation of
child pornography. You are accused of
committing the crime envisaged by Article 161 of
United States of America criminal law,

e must be clear, understandable
and convincing

e coercion techniques
o refer to law codes
o various accusations
m copyright violation
m illegal content found
m prohibited sites visited

e detailed payment instructions

Ny

%ﬂﬁ analysic % classiicartion



TEXT ANALYSIS: PREPARATION

1. Language detection
o frequency-based analysis (e.g., English, French)

2. Segmentation

O "This device has been locked for safety reasons"”
© "All actions performed are fixed"

3. Stop-words removal

O device locked safety reasons"
o " actions performed fixed"

4. Stemming
o " device locked safety reasons"
o " actions performed fixed"

5. Stem vector
o presence/absence of each word in a binary vector
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text: x=1{c,c,..,c }

n

SCORING

score: m(x) = max{ cos-sim(c, t) }

T
money
t. c : y
~ . o L ¢
: : .
o . c . . accusation
: ) LS : :
Tl
aw

decision thresholds: minimum to detect known ransomware



DECISION

If (best score in "money")
could be ransomware

iIf (best score in "accusation” or "law")
could be scareware

Note: adding new categories and building new decision
criteria in the future would require only text samples.



L
LOCKING TECHNIQUES %,

- Request device administration privileges
and use the lockNow API to lock the device

- Immortal activity:

- fill screen with an activity
- inhibit navigation with home/back keys
- cover/hide the software-defined keys
intercept onKeyDown/onKeyUp and do nothing

- Immortal dialog:

- create a dialog that cannot be closed using the
setCancelable(false) API



https://www.google.com/url?q=http://developer.android.com/reference/android/app/admin/DevicePolicyManager.html%23lockNow()&sa=D&ust=1450570528010000&usg=AFQjCNELZIAL0P0sS37VcNpLMzyRlINFTg
https://www.google.com/url?q=http://developer.android.com/reference/android/view/KeyEvent.Callback.html&sa=D&ust=1450570528011000&usg=AFQjCNGd0uBbzmdMqdnCFbI8EgK_8l1fiw
https://www.google.com/url?q=http://developer.android.com/reference/android/view/KeyEvent.Callback.html&sa=D&ust=1450570528011000&usg=AFQjCNGd0uBbzmdMqdnCFbI8EgK_8l1fiw
https://www.google.com/url?q=http://developer.android.com/reference/android/app/Dialog.html%23setCancelable(boolean)&sa=D&ust=1450570528011000&usg=AFQjCNFZDoCf6MScrv9HvJnD96gccD4Q3A
https://www.google.com/url?q=http://developer.android.com/reference/android/app/Dialog.html%23setCancelable(boolean)&sa=D&ust=1450570528012000&usg=AFQjCNGEg_VUzmGH_KqNsm-X6V0Q_OvhtA

L
EXAMPLE of LOCKING DETECTION ()

p——

.method pyblic onKevDownhLandroid/view/Kevaent;)Z
Jocale—T—

# pl = integer with the k code associated to the pressed key.

const/4 v0, 0Ox4 # 4 & back bytton

if-ne p1, vO, :cond_0 on "oack" or "howme" Key pvessed
FBl Criminal Investigatin iget-object v0, p0, Lcom/anflroid/x5a807058/ZActivity;->q:Lc mya.udroid/zics/ZModuleInterfan
#35644004705317,8

us if-nez v0, :cond_O
iget-object v0, p0, Lcom/gndroid/x5a807058/ZActivity;->a:Lcom/android/x5a807058/ae;

This device is lockéd due to the # we track function calls as well

violation of the fefderal laws of the invoke-virtual {vO0}, om/android/x5a807058/ae;->c()Z
United States of/America: :cond_0

« Article 161

# True = event handled -> do not forward

vetuven tvve -> event handled -> scveen locked

- Article 148 const/4 vOf Ox1
« Article 215 return vO0
.end method

Detection based on custom Smali emulation.




e
ENCRYPTION USAGE DETECTION ()

TYPICAL SEQUENCE

a. read from the filesystem (e.g., external SD card)
b. call some encryption API function
c. write to the filesystem (and delete)

Note: adding new flows is a configuration option.



EXAMPLE of ENCRYPTION DETECTION

invoke-static 1},
Landroid/os/Environment ; ->petExternal StorageDirectory()Ljava/io/File;
move-result-object v0
invoke-virtual {v0}, Ljava/io/File;->toString()Ljava/lang/String;
oD j8Cct Vo
new-instance vi, Ljava/io/File;
invoke-direct {v1, v0}, Ljava/io/File;-><init>(Ljava/lang/String;)}V

invoke-virtual {v2, v0, wv4},
Lecom/free/xxx/player/a;->a(Ljava/lang/String;Ljava/lang/String;)V

new-instance v4, Ljava/io/File;

invoke-direct {v4, v0}, Ljava/io/File;-><init>(Ljava/lang/String;)V

invoke-virtual {v4}, Ljava/io/File;->delete()Z \\Q
A\

~ : : : > (1.4
iget-object v2, p0, Lcom/free/xxx/player/a;->a:Ljavax/crypto/Cipher;

/String;)V

const/4 v3, Ox1

l —
iLcamffr&efxxxfplayerIa;-}b:Ljavaxfcryptufsp&cfSecrEtKeySpec;

i' I x
iLcnmffreefxxxfplayerfa;-}c:LjavafsecurityfspecfﬁlgurithmParamaterSpec;




—»| TAINT ANALYSIS

tainted flows

ENCRYPTION
DETECTION

disassembled

STATIC code
ANALYSIS
ExT static text
EXTRACTION >
A
TEXT
dynamically ANALYSIS
allocated strings
DYNAMIC no threats
ANALYSIS detected

RANSOMWARE

—|  SCAREWARE

GOODWARE or
OTHER MALWARE

Training
threatening
sentences




IMPLEMENTATION DETAILS

- language analysis:
- OpenNLP
- Stop-words Project
- Snowball stemmer

- static flow analysis
- FlowDroid

- dynamic analysis (based on TraceDroid):
- only if no threatening text is found statically
- OCR text (tesseract): tested its technical feasibility



https://www.google.com/url?q=https://opennlp.apache.org/&sa=D&ust=1450570530262000&usg=AFQjCNFTAKY4rRQHrzuJFojgNLir8aEBFA
https://www.google.com/url?q=https://opennlp.apache.org/&sa=D&ust=1450570530262000&usg=AFQjCNFTAKY4rRQHrzuJFojgNLir8aEBFA
https://www.google.com/url?q=https://code.google.com/archive/p/stop-words/&sa=D&ust=1450570530262000&usg=AFQjCNG3YSUzXfhf3dHbEp1F-axPni0JDA
https://www.google.com/url?q=https://code.google.com/archive/p/stop-words/&sa=D&ust=1450570530263000&usg=AFQjCNG6KQfaVSauNrsuO3T-VSQOP8dhJQ
https://www.google.com/url?q=http://snowball.tartarus.org/&sa=D&ust=1450570530263000&usg=AFQjCNH9GWjLo5dLQywUOjNqG2czxSmxfw
https://www.google.com/url?q=http://snowball.tartarus.org/&sa=D&ust=1450570530263000&usg=AFQjCNH9GWjLo5dLQywUOjNqG2czxSmxfw
https://www.google.com/url?q=http://sseblog.ec-spride.de/tools/flowdroid/&sa=D&ust=1450570530264000&usg=AFQjCNEEP3XJ7vAnvlhpNwzj4mgMgrKWMA
https://www.google.com/url?q=http://sseblog.ec-spride.de/tools/flowdroid/&sa=D&ust=1450570530264000&usg=AFQjCNEEP3XJ7vAnvlhpNwzj4mgMgrKWMA
https://www.google.com/url?q=http://tracedroid.few.vu.nl/&sa=D&ust=1450570530264000&usg=AFQjCNHMsmv2N1PdxX1bF2jf5JhJvaUsEw
https://www.google.com/url?q=https://github.com/tesseract-ocr/tesseract&sa=D&ust=1450570530264000&usg=AFQjCNF1XjagtyTsnmgAlrkl4owZZmN7IQ

EXPERIMENTAL VALIDATION

Implemented and made public through a REST API, on top of which we
developed a client-side analyzer (see http://ransom.mobi).

SOURCE SIZE USE
AndRadar 172,174
AndroTotal.org 12,842
EXPERIMENT 1:
Malware + Goodware (false positive eval.)
Malware Genome 1,260
Generic Malware 400 )
Known ransomware 207 Text-analysis training (manually vetted)

‘ 44 EXPERIMENT 2:
i Unseen ransomware 3 Detection evaluation


https://www.google.com/url?q=http://ransom.mobi&sa=D&ust=1450570530995000&usg=AFQjCNEGZoLEqUW0T9TeI1MK6SDSW2uAWQ

EXPERIMENT 1: FALSE POSITIVES

e 9 (0.07%) out of 12,842 false positives

e / flagged as scareware
o © benign apps
o 1 adware app

o manual analysis: large portions of law- or copyright-
related text (e.g., terms of service)

e 2 flagged as ransomware
o malicious, non-ransomware apps
m locking behavior correctly detected



EXPERIMENT 2: DETECTION

¢ internal validation
- can detect all known ransomware: OK, as expected

e prediction (443 unseen ransomware)
- 375 correctly detected

- 49 not detected: false negatives? not really:
- mislabeled by VirusTotal!
4 disarmed/non-working
4 manually analyzed => no evidence found
11 language unsupported (e.g., Spanish, Russian)



ADDING NEW LANGUAGES

e |ocalized ransomware campaigns
o translated from English by the malware authors

e re-train our text classifier on translated text

o increased prediction capabilities
o no localized sample needed!
m crucial for anticipating new campaigns

e burden: ~30 minutes of manual work per
language



EXPERIMENT 3: SPEED
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LIMITATIONS (=> FUTURE WORK)

e portability
- other than Android
- "custom" encryption

e evasion

- taint obfuscation (heavy use of reflection)
- text analysis evasion: images, videos, out of band

¢ internationalization
- non-Romance languages
- Chinese
- Japanese
- Korean



CONCLUSIONS

- presented the first systematic analysis of
Android ransomware characteristics

- proposed a first set of mobile-specific
indicators of compromise

- released a prototype and client at htip:
/[ransom.mobi (please be gentle with API

requests ;-)



https://www.google.com/url?q=http://ransom.mobi&sa=D&ust=1450570531415000&usg=AFQjCNEkzOXNthwKu9uEPqd_nU5zpsP5xw
https://www.google.com/url?q=http://ransom.mobi&sa=D&ust=1450570531416000&usg=AFQjCNGKOoZjPMhGMJq6pfi398qqgkjBcw

